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+ CYBER SECURITY 

Industry-Leading DDoS Attack Detection
Electric Lightwave has partnered with industry-leading Arbor Networks 
for DDoS protection and network equipment. For 10+ years, Arbor 
Networks has defended DDoS attacks by tracking and identifying 
network-level threats in real time, using behavioral anomaly detection. 
With comprehensive attack detection mechanisms, our defenses focus 
on misuse detection to identify attacks leveraging protocol weaknesses, 
profiled anomalies to identify activity outside the norm, and fingerprint 
anomalies to identify traffic patterns of known attacks.  

Control Your Traffic
Electric Lightwave is putting you in control and offering a service to 
provide you with the flexibility to direct traffic through a filtering and 
cleaning process during a DDoS attack. Here’s how it works:

• Baseline analysis – Electric Lightwave analyzes your network for 
two weeks to establish the patterns of normal traffic. 

• State-of-the-art monitoring system – Electric Lightwave 
automatically sends email alerts to you when we detect potentially 
malicious traffic.  

• Traffic cleaning process begins – If your online services are 
under attack, you can contact the Security Operations Center to 
instruct Electric Lightwave to begin filtering and cleaning the 
traffic subject to the terms of the Service Level Agreement (SLA). 

• Traffic redirected to original path – Electric Lightwave moves 
the traffic back to its original path when the attack is over.

Comprehensive Security Solutions
DDoS is part of a comprehensive security suite designed to protect your 
business from a wide range of evolving online threats and to address 
your various security needs. We have partnered with industry-leaders to 
provide you with superior security solutions.  

In addition to DDoS Mitigation, our services include: 

• Cloud Firewall Service – Guards the perimeter of your network 
while safely enabling applications and delivering visibility and 
control over users and content. 

• Email Security – Provides anti-virus and anti-spam email 
protection to block email threats before they reach your inbox. 

• Security Pro Services – Assesses your level of vulnerability and 
exposure to attacks then we tailor a proven, customized and 
cost-effective solution to fit your situation.

DDoS MITIGATION SERVICE
PROTECT YOUR ONLINE AVAILABILITY

Defend Online Threats
Distributed Denial of Service (DDoS) attacks are becoming more 
frequent and sophisticated. These attacks disrupt business 
operations, damaging a company’s reputation and negatively 
impacting revenue. DDoS attacks have become the weapon of 
choice for hackers. All companies with an online presence are at risk.

Hackers use DDoS attacks to flood your online services with traffic 
from multiple sources to make them unavailable. Some attacks are 
used as a distraction for more malicious crimes such as stealing 
your confidential information or demanding money to discontinue 
the attack. DDoS threats are constantly evolving making traditional 
firewalls and other security measures ineffective, requiring targeted 
defense security measures.

Cloud–Based Protection
Electric Lightwave’s cloud-based DDoS Mitigation Service filters 
malicious traffic at Integra’s network perimeter and delivers clean 
traffic to you during a DDoS attack, minimizing the impact to your 
business. Our network absorbs the malicious traffic so your 
Internet bandwidth is not impacted. This is a key differentiator 
from on-premise solutions and offers a far superior defense. 
Additionally, you gain 24x7 access to cyber security experts 
offering greater visibility to evolving threats and providing 
up-to-date defenses. Electric Lightwave secures your online service 
availability by identifying malicious traffic, mitigating DDoS attacks, 
and protecting your network. 

BUSINESS BENEFITS

+ Improve Network Availability – Defend against 
DDoS attacks with cloud services to ensure 
only legitimate traffic reaches your network.

+ Scalable and Flexible – Choose a plan that 
fits your business whether you have on-going 
attacks or are preparing for future protection.

+ Single Vendor – Enhance your High Speed 
Internet with a single vendor who already 
knows your business and can offer solutions 
for all of your communication, networking 
and security needs.

+ Industry-Leading Protection – Protect your 
online services with Electric Lightwave’s 
robust network architecture bolstered by 
Arbor Networks’ industry-leading DDoS 
infrastructure and supported 24x7 by 
Electric Lightwave’s cyber security experts.
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Established in 2000, Arbor Networks, Inc. helps secure 
the world’s largest enterprise and provider networks 
from DDoS and advanced targeted attacks. 

ABOUT ARBOR NETWORKS

CONTACT US 888.889.8088

ABOUT ELECTRIC LIGHTWAVE™ 
Electric LightwaveTM serves as a trusted network 
infrastructure partner to enterprises of all sizes, 
government agencies and carriers throughout the 
western United States. The company combines dense 
metro and intercity fiber assets, enterprise-grade 
network solutions, including Ethernet, Wavelengths 
and IP, with a highly responsive and easy to do business 
with approach. Electric Lightwave offers a premium 
service experience to match its premium network 
infrastructure solutions.




