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LIGHTWAVE

RiskSense® PLATFORM

+ CYBER SECURITY

INTELLIGENT SECURITY AND VULNERABILITY MANAGEMENT

Prevent Security Breaches

Cybercrimes are increasing every day and the cost to businesses is
staggering. With each cyber incident, businesses lose productivity,
revenue and reputation and face possible litigation. Cyber criminals
have no boundaries, attacking businesses large and small, across all
industries from retail to banks to healthcare organizations. The
financial and personal data of millions of individuals and IT groups
are scrambling to keep up with each new security update. Many IT
groups are understaffed, overworked and unable to focus resources
on preventing security incidents.

Proactive Platform Protecting Your Business

The RiskSense Platform, our Software as a Service (SaaS) offering,
provides you with a management platform that leverages your
existing vulnerability scanning software and assesses your security
preparedness. It provides you with the intelligence data required
to make risk based decisions and identify the actual risk of

vulnerabilities and threats to your organization.

Offered through our partner RiskSense Inc., a leader in cyber
security solutions and cyber research, the RiskSense Platform is a
powerful tool. It combines vulnerability information with actionable
threat intelligence mined from the Internet and integrates the
information into a centralized location to deliver valuable reports
for your executives and system administrators to use in prioritizing,

reviewing and mitigating vulnerabilities.

www.electriclightwave.com

BUSINESS BENEFITS

+ Comprehensive Management —
Consolidates planning, remediation, resource
allocation, threat exploits, compliance
documentation, tracking, cyber-maturity and
reporting in one place.

+ Focused Cyber Security Approach —
Prioritizes vulnerabilities mapped to threat
intelligence instead of by crisis.

+ One-Touch Executive Presentation —
Provides real-time progress reports of
remediation activities against identified
vulnerabilities and validates IT budget and
resources expenditures.

+ Proactive Protection — Available at ~4% of
the cost of a breach and provides
preventative security measures.

+ Centralized Expertise — Breaks down
traditional IT silos and facilitates security sharing
across teams by centralizing remediation
resources and mitigation validation.

+ Security Knowledge Base — Ensures smooth
transitions of key personnel by documenting
security processes and historical
vulnerabilities and threat intelligence.




The RiskSense Platform is a scalable solution for distributed, complex
enterprise networks and can be applied to your organization’s entire IT
infrastructure to reduce the time involved in the vulnerability
management lifecycle (from detection to remediation) from weeks to
hours to minutes. Visualize your organization’s threat landscape with
dashboards providing targeted and prioritized information to help
security decision-makers and managers fix the most critical risks before

they are exploited. RiskSense features include:

e Threat Intelligence and Prioritization — Manage your security
resources and budget effectively with threat data that maps to

key risk indicators.

e Dynamic Visual Analytics — |dentify security threats quickly and
easily with interactive visual dashboards showing critical risk

patterns that are typically hidden.

e Differential Analysis and Trending Intelligence - Solve security
weaknesses in your IT environment using actionable
vulnerability trend data allowing you to make informed,

strategic security decisions.

e Remediation Tracking — Delegate, manage, record and track
progress of remediation assignments.

® Collaboration — Share a single security tool, with multiple user
views, with your entire organization from IT manager, executives,

technical engineers to auditors.

e Unified Compliance Framework (UCF) Integration — Assess
and track your organization's compliance to over 400 standards

to prepare and pass a 3rd party audit.

* Vulnerability Lifecycle Management — Track vulnerabilities in a
usable process from identification to resolution.

e Filtering Architecture for threat and vulnerability information —
Customize data sets with flexible filtering architecture to focus

on specific data that's important to you.

* Network and Application Vulnerability Integration — Correlate
network and application vulnerabilities for a single, unified view

of your organization's security situation.

Contact Electric Lightwave and find out how you can use the RiskSense

SaaS to assess your organization’s security preparedness.

ABOUT ELECTRIC LIGHTWAVE™

Electric Lightwave™, an Integra company, serves as a
trusted network infrastructure partner to enterprises,
government agencies and carriers in select markets
throughout the western United States. We combine
dense metro and intercity fiber assets, enterprise-grade
network solutions, including Ethernet, Wavelengths
and IP, with a highly responsive and easy to do business
with approach. Electric Lightwave offers a premium
service experience to match our premium network

infrastructure solutions.

ABOUT RiskSense® Inc.

RiskSense is an innovative provider of scalable
computational intelligent security solutions that
protect organizations from advanced threats, lateral
insider attacks, rapid malware variants, persistent
malware, and assists with delivering a resilient

security posture.
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