SECURITY PRO SERVICES

+ SECURITY

SECURITY & COMPLIANCE CONSULTING FROM A TRUSTED PARTNER

Why Risk Everything?

Breaches from hacking and malware can disrupt your business service
delivery—and even put you out of business. The negative effects of
cybercrime are tangible and quantifiable: damage to your reputation, fines
and penalties, exposure to liability and loss of clients and/or their sensitive
information. Shockingly, more than 50% of businesses do not survive a
cyber incident. Why risk being one of them?

e 78% of attacks are simple, unsophisticated' and preventable.
®  66% of breaches took months or years to discover.?

®  90% of small business fraud could be prevented by simply
investing in a basic security program.

Electric Lightwave's Security Pro Services protects your business against
cybercrime. We'll help you detect vulnerabilities and recommend an
effective course of action.

Protect Your Customer’s Private Data

The Payment Card Industry Security Standards Council (PCI SCC) requires
all merchants that process, transmit and/or store credit card information to
maintain a secure network and protect cardholder data—regardless of
transaction volume or size. Do you have the expertise, time and money to
research and stay up to date on state privacy laws and regulatory security
standards? Electric Lightwave's Security Pro Services can help. Our team of
experts will constantly track the complex compliance requirements—letting

you focus on running your growing business.

www.electriclightwave.com

BUSINESS BENEFITS

+ Breach Prevention — Avoid most breaches
with a vulnerability scan that assesses your
level of security.

+ Defensive Security — Protect your business
at the front line with a well-designed,
well-maintained IT security program.

+ Cost-Effective Solution — Safeguard your
business for a fraction of the cost of a
security breach.

+ Trusted Advisor — Rely on Electric Lightwave
to identify issues and create a plan that
mitigates security risks to your business.

+ Proven Expertise — Benefit from Electric
Lightwave's partnership with RiskSense, a
leader in compliance programs that mitigate
increasingly sophisticated attacks, while
meeting industry requirements.

ABOUT RiskSense® Inc.

RiskSense, Inc. founded in 2006, is a spinoff of New
Mexico Tech. The founders, also researchers for
NMT's ICASA (one of the world’s top research
organizations), are recognized as today’s premier
thought leaders in complex, critical, independent

systems and cyber security.




For less than 4% of the cost of a potential incident, Electric Lightwave can
help you prevent attacks. First, our team of experts will assess your level
of vulnerability and exposure to attacks. Next, based on these findings,
we will recommend a proven, customized and cost-effective

solution—tailored to fit your situation.

Through a partnership with RiskSense, Inc, an IT Governance, Risk and
Compliance firm, Electric Lightwave's Security Pro Services can also assist
you with understanding your current compliance posture and the
necessary steps to improve compliance.

Our consultant led professional services include:

e Application Security: Detects most common web vulnerabilities
for sensitive data exposure, privilege escalation and unauthorized
data access.

e Compliance Solutions: Leverages the power of the Unified
Compliance Framework (UCF), automating a portion of the
compliance process by covering more than 400 authority
documents (NIST, HIPAA, PCI-DSS, etc.).

* Security Assessment: Proactively detects vulnerabilities and
provides a holistic and succinct assessment of your security
posture, risks, attack surface and remediation solutions.

* Penetration Testing: Performs adversary-focused, targeted
attacks to access privileged accounts, critical systems and
sensitive data, laterally, across the enterprise.

* Forensics and Incident Response: Conducts in-depth behavioral
analysis of suspicious activities and executables for unauthorized
data access, exfiltration and breach impact analysis.

Our SaaS offering for assessing security preparedness:

¢ RiskSense Platform: Provides an Intelligent Security & Vulnerability
Management Platform focuses on “pre-incident” vulnerability
assessment and identification. It is not intended to be an active
monitoring system and does not provide post breach analysis.

Fully grasp the scope of your security concerns and challenges—and get a
detailed plan to protect your business—with Electric Lightwave's Security
Pro Services.

We'll help you develop and implement the right security solution for your
unique business needs, backed by our superior support and outstanding
customer service. With Electric Lightwave as your single point of contact,
your security solution will be simple, targeted and powerful.

Don't let your business be the next cybercrime statistic. Make that small
but critically important investment to protect your business and your
customers now—before it's too late. Contact Electric Lightwave today.

ABOUT ELECTRIC LIGHTWAVE™

Electric Lightwave™, an Integra company, serves as a
trusted network infrastructure partner to enterprises,
government agencies and carriers in select markets
throughout the western United States. We combine
dense metro and intercity fiber assets, enterprise-grade
network solutions, including Ethernet, Wavelengths
and IP, with a highly responsive and easy to do business
with approach. Electric Lightwave offers a premium
service experience to match our premium network

infrastructure solutions.

www.electriclightwave.com



